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Abstract

This paper introduces a framework based on blockchain and smart contracts
to address key-leakage vulnerabilities in transaction activities on a blockchain—a
growing concern that has led to significant financial losses and eroded trust
in blockchain technology. In addition to traditional methods for enhancing
blockchain security, this framework is unique in its ability to empower users
with the flexibility to allocate assets and define their desired security level by
adjusting a "Trust Threshold,” thereby improving the security of every single
transaction. A key advantage of our framework is its potential to reduce gas
expenses, making it a cost-effective solution compared to existing security mech-
anisms in safety-critical trading environments. The paper presents a thorough
analysis of the framework, emphasizing its dual focus on enhancing transaction
security and operational efficiency within blockchain networks. Empirical eval-
uations underscore the framework’s efficacy, marking a significant advancement
in strengthening the stability and reliability of blockchain systems.

1 Introduction

Blockchain technology, characterized by its secure and Byzantine-tolerant consensus
achievement protocol, has revolutionized multiple sectors, including finance, supply
chain management, and healthcare. Its core features — decentralization, immutability,
and transparency — offer substantial benefits. However, the technology also faces certain
challenges, particularly in the realm of security. A significant threat to blockchain
networks is key-leakage hacking incidents, which have historically led to significant
financial losses.

The prevalence and impact of key-leakage hacking events are well-documented.



Notably, the Wintermute hack of 2022 exposed weaknesses in private key management,
resulting in a $160 million loss [1]. Similarly, BXH exchange suffered a $139 million
loss due to a compromised admin key [2], and the BNB Chain witnessed significant
losses in crypto assets because of a private key leak [3]. These events underscore the
vulnerability of blockchain technologies and erode public trust.

In response to these security challenges, various protective strategies have been
implemented. These include multi-signature technologies such as BitGo [4], the uti-
lization of hardware wallets [5] and the adoption of two-factor authentication systems
[6]. A recently proposed protocol, ERC-4337 [7], has been proposed to further bolster
crypto wallet security.

Despite these advancements, current solutions have limitations. They often re-
strict user flexibility in asset allocation, balancing between asset protection and lig-
uidity. Users are also constrained in determining their preferred security level, which
affects protection costs, whether in terms of time or gas expenses. ERC-4337, while of-
fering customizable security options, imposes high gas costs, which is a significant draw-
back [8]. Thus, there is an urgent need for a more comprehensive solution that addresses
these concerns while ensuring transaction security and efficiency on the blockchain.

This paper introduces a new framework designed to overcome these challenges.
To the best of our knowledge, this is the first framework that empowers users to au-
tonomously allocate their assets, adjust the trust threshold according to their security
preference, and substantially reduce gas costs using graph learning techniques. Our
framework significantly bolsters the security and efficiency of blockchain transactions,
contributing to the overall stability and reliability of blockchain systems.

The effectiveness and efficiency of the proposed framework are thoroughly an-
alyzed and validated through testing and evaluation. Our findings demonstrate that
the framework markedly enhances blockchain security, offering greater resilience against
key-leakage hacks. Additionally, it facilitates more cost-effective transactions, optimiz-
ing gas usage, and thereby rendering the system more economically viable for users.

2 Related Work

The security of blockchain wallets has garnered considerable attention in the research
community, leading to the development of various strategies aimed at fortifying wallet
security. This section reviews some of the notable advancements in this domain.

Multi-signature (multi-sig) technology is a pivotal development in enhancing wal-
let security. Multi-sig wallets necessitate multiple authorizations for transaction exe-
cution, thus providing a robust defence against unauthorized access. The multi-sig



mechanism is effectively implemented in various wallets, including those by Argent [9],
BitGo [4], Gnosis [10], and Parity [11]. The fundamental advantage of this approach is
that compromising one key does not grant access to the wallet’s contents, as additional
keys are required.

Two-factor authentication (2FA) represents another critical security layer for
blockchain wallets. This method involves a dual verification process, where the user
must provide a one-time code along with the standard password. The code, typically
generated by an application like Google Authenticator or a hardware device, varies
with each login, thereby significantly reducing the risk of unauthorized wallet access
(12, 13].

The ERC-4337 protocol, first proposed by Vitalik Buterin, offers a substantial
enhancement to the security and functionality of Ethereum wallets [7]. This proposal
introduces an advanced transaction model with pseudo-transaction objects (UserOp-
eration) and specialized actors (bundlers) for transaction processing. A critical feature
of ERC-4337 is the customization of transaction verification logic, which significantly
mitigates the risk of key-leakage hacking. However, its use incurs higher gas costs, as
each transfer requires a contract call, making transactions more expensive compared
to traditional Ethereum wallets [8].

Artificial Intelligence (AI) has also emerged as a promising tool in the realm of
blockchain security, particularly in identifying illicit nodes. Deep learning models have
shown high accuracy in detecting such nodes [14]. The increasing vulnerabilities in
decentralized finance and the critical role of robust security measures, including Al
applications, are well-documented [15]. Comprehensive surveys have highlighted the
security challenges in Ethereum systems and the potential of Al in anomaly detection
[16]. The misuse of smart contracts for illicit activities and the necessity for effective
detection mechanisms have been explored, with tools like static analysis for Ethereum
smart contracts being developed for vulnerability detection [17, 18]. Nevertheless, the
field requires further research to enhance the accuracy and efficiency of these AI models.

3 System Architecture

The proposed system, as depicted in Figure 1, comprises three core components: the
Identity Provider, the Users, and the Security Server. This tripartite structure collab-
orates to safeguard user assets within the blockchain environment.
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Figure 1: System Architecture of the blockchain wallet security model

3.1 Users and Asset Security

At the forefront of this system are the Users. A user can opt to deposit Tether (USDT)
and receive an equivalent amount of Secure USDT (SUSDT) in return. The SUSDT is
pegged to the value of USDT, maintaining a constant ratio of JUSDT = 1SUSDT.
Notably, this system is designed to be compatible with a broad range of ERC-20 tokens,
ensuring its applicability across various blockchain platforms.

3.2 Identity Provider

The Identity Provider, an off-chain entity, plays a crucial role in maintaining the
blockchain identity of the users. Entities such as Google, with a unique public ad-
dress, act as the Identity Providers. They securely hold the corresponding secret key,
thereby ensuring the integrity of the blockchain identity. This off-chain operation al-
lows users to authenticate via conventional methods (e.g., password login or security
question login), in conjunction with the public key system. This dual-layer authenti-
cation ensures that even if a user’s private key is compromised, they can authenticate
their identity on-chain through the Identity Provider.

3.3 Security Server

The Security Server functions as an oracle within the system. It utilizes a pre-trained
graph learning model, as detailed in Luo’s work [14], to provide probabilistic assess-
ments of the maliciousness of blockchain addresses. The Security Server, similar to
the Identity Provider, possesses a distinct public address that represents its on-chain
identity. When a user intends to transfer SUSDT, the Security Server evaluates the re-
cipient’s address. Based on this assessment, the system determines whether additional



identity verification is necessary for the transaction.

3.4 Integration through SUSDT Smart Contract

The integration of these components is facilitated by the SUSDT smart contract. This
contract is an extension of the standard ERC-20 token contract, incorporates func-
tionalities for identity checking and inference querying. It serves as the linchpin of the
system, coordinating the interactions between the Users, Identity Provider, and Secu-
rity Server, thereby ensuring a secure and efficient operation of asset transfers within
the blockchain network.

4 Preliminaries

This section elucidates the fundamental concepts underpinning our proposed blockchain
wallet security model, including digital signatures, the Ethereum-specific cryptographic
algorithm, and the ERC-20 token standard. Additionally, we discuss the application
of Positive-Unlabeled learning in detecting illicit nodes in blockchain networks.

4.1 Digital Signatures

Digital signatures are integral to the integrity and authenticity of transactions in
blockchain networks. They serve the critical purpose of non-repudiation, ensuring
that a signer cannot disavow their signature on a document or a transmitted message
[19]. In blockchain systems, digital signatures authenticate transactions and safeguard
their integrity. Generated using a user’s private key and verifiable by the correspond-
ing public key, these signatures bind transactions indelibly to the owner of the private
key, preventing post-issuance alterations [20]. Various digital signature schemes, each
with distinct advantages and limitations regarding security, efficiency, and applicability,
have been implemented in blockchain technologies [19].

4.1.1 Elliptic Curve Digital Signature Algorithm (ECDSA)

The Elliptic Curve Digital Signature Algorithm (ECDSA) is a cornerstone in the se-
curity architecture of the Ethereum blockchain. As a variant of the Digital Signature
Algorithm (DSA), ECDSA employs elliptic curve cryptography to enhance security
while using shorter key lengths. In Ethereum, ECDSA is crucial for generating public
and private keys, pivotal for transaction authentication and non-repudiation.

ECDSA’s security hinges on the elliptic curve discrete logarithm problem’s com-
putational intractability. The algorithm creates a random private key for message



signing and a corresponding public key for signature verification. Ethereum employs
the Koblitz curve secp256kl in its ECDSA implementation, chosen for its resistance
to common inversion attacks and its balance between security and performance, a
necessity for Ethereum’s high transaction throughput [21].

4.2 ERC-20 Standard

The ERC-20 standard represents a protocol for smart contracts on the Ethereum
blockchain, specifically for token implementation. It prescribes a uniform set of rules
and functions that Ethereum-based tokens must adhere to, facilitating seamless inter-
operability [22]. Key functions outlined in the standard include token transfer mecha-
nisms, data access protocols, and transfer event notifications [23]. ERC-20’s standard-
ization has been pivotal in fostering the growth of Initial Coin Offerings (ICOs) by
streamlining the creation of new tokens on the Ethereum network [22].

4.3 PU-Learning in Blockchain Illicit Node Detection

The detection of illicit nodes in blockchain networks is a critical security challenge.
Positive-Unlabeled (PU) learning, a machine learning approach tailored for datasets
with only the positive class labeled, has shown promise in this regard [14]. This tech-
nique is particularly relevant in blockchain contexts where a small subset of nodes is
marked as illicit (positive), and the remainder is unlabeled.

A key assumption in PU learning is that unlabeled data comprises only negative
examples. However, in blockchain transactions, this assumption may not always hold,
as the unlabeled set could contain hidden positives. Consequently, PU learning models
in blockchain contexts need evaluation metrics that consider this possibility.

Empirical evidence suggests that PU learning models outperform traditional ma-
chine learning techniques in identifying illicit nodes, attributed to their capability to
manage hidden positive samples within the unlabeled data. These models are often
coupled with graph representation learning, which offers diverse feature distributions
for the same dataset, thereby enhancing the accuracy and reliability of detection out-
comes [14].

5 Design Details

This section delineates the detailed design of the proposed system, focusing on the
SUSDT contract, its operational processes, and the universal trust model.



5.1 SUSDT Contract

The SUSDT contract is an integral element of our system architecture, encompassing
various data structures and procedures crucial for maintaining wallet security. It in-
cludes mappings for addresses to authentication information, nonce values, malicious
thresholds, and lists of trusted addresses, in addition to storing the public keys of
authentication parties and the malicious detector server.

Algorithm 1 SUSDT Contract

1: AuthDic := address — authCommit > Mapping from address to auth info commitment
2: rDic := address —r > Mapping from address to nuance r
3: tDic:=address—t > Mapping from address to malicious threshold t
4: authPubAddress :=[AuthPartyAddress] > List of authentication party’s public key
5: trustList := address — [address] > Mapping from address to trusted addresses
6: SecureServer :=address > This is the malicious detector server’s PubKey

7: procedure InitAuth(c, sig, AuthPub, t)
8: if Verify(c, sig, AuthPub) == True /\ ¢ ¢ AuthDic
9: AAuthPub € authPubAddress then

10: AuthDic[msg.sender] < c
11: rDic[msg.sender] « 0

12: tDic[msg.sender] < t

13: else

14: Abort Error

15: procedure Checkldentity(sig, AuthPub)
16: if Verify(AuthDic[msg.sender] ® rDic[msg.Sender], sig, AuthPub) == True
17: \AuthPub € authPubAddress then

18: rDic[msg.Sender] + +
19: return True

20: else

21: return False

22: procedure ResetAuth(oldSig, oldAuthPub, ¢, newSig, newAuthPub)
23: if CheckIdentiy(oldSig, oldAuthPub) == True then

24: if Verify(c @ rDic[lmsg.Sender], newSig, newAuthPub) == True /\
25: ¢ ¢ AuthDic \ AuthPub € authPubAddress then

26: AuthDic[msg.sender] « ¢

27: rDic[ msg.sender] + +

28: else

29: Abort Error

30: else

31: Abort Error

32: procedure Deposit(amount, sig, AuthPub)

33: Assert USDT.BalanceOf(msa.sender) > amount

34: Assert AuthPub € authPubAddress

35: Assert Verify(AuthDic[msg.sender] ® rDic[ msg.sender], sig, AuthPub) == True
36: transfer USDT to address(this)

37: mint amountSUSDTs to msg.sender

38: procedure Redeem(amount, sig, AuthPub)




39: Assert BalanceOf(msa.sender) = amount

40: Assert AuthPub € authPubAddress

41: Assert Verify(AuthDic[msg.sender] ® rDic[ msg.sender], sig, AuthPub) == True
42: burn amountSUSDT

43: transfer amountUSDT to msg.sender

44: procedure Transfer(to, amount, prob, h, sig’, (sig, AuthPub)) » if prob > t, (sig, AuthPub)
must be valid
45: if currentBlockHeight —h > 10 then

46: Abort Error

47: if Verify(prob e h e rDic[msg.sender], sig’, SecureServer) == True then
48: if prob > tDict[ msg.sender] then

49: if Checkldentiy(sig, AuthPub) == True then
50: transfer amount to to

51: else

52: Abort Error

53: else

54: transfer amount to to

55: else

56: Abort Error

57: procedure Trust(address, sig, AuthPub)
58: if Checkldentiy(sig, AuthPub) == True then

59: trustListfmsg.sender].append(address)
60: else
61: Abort Error

62: procedure Untrust(address, sig, AuthPub)
63: if Checkldentiy(sig, AuthPub) == True then

64: trustListfmsg.sender].delete(address)
65: else
66: Abort Error

67: procedure TrustTransfer(to, amount)
68: if to € trustListfmsg.sender] then

69: transfer amount to to
70: else
71: AbortError

e InitAuth: This procedure initializes authentication for a given address. It in-
volves validating the signature of the authentication information and verifying
the authorization of the authentication party’s public key. Successful verifica-
tion and the absence of pre-existing authentication information in the dictionary
lead to the addition of authentication data and corresponding nonce value and
malicious threshold.

e CheckIdentity: This procedure is designed to confirm the identity of a sender.
It validates the signature resulting from the XOR operation of the sender’s au-
thentication information and nonce value. A successful verification leads to an
increment in the nonce value and a confirmation of identity.



e ResetAuth: This procedure enables a sender to update their authentication in-
formation. It begins with verifying the sender’s identity using their existing
signature and public key. Upon confirmation, it checks the new signature against
the XOR of new authentication information and the sender’s nonce value. If this
check passes, the authentication information is updated, and the nonce value is
incremented.

e Deposit and Redeem: These procedures manage the depositing and redeeming of
USDT. They confirm the sender’s balance, verify their identity, and then execute
the deposit or redemption operation.

e Transfer: This procedure facilitates the transfer of a specified amount to a
recipient. It includes verifying a signature against the XOR of a probability value,
current block height, and sender’s nonce value. If the probability value exceeds
or equals the sender’s malicious threshold, the sender’s identity is verified before
executing the transfer. If the probability value is lower, the transfer is executed
without additional identity checks.

e Trust and Untrust: These procedures enable a sender to manage their list of
trusted addresses. They involve verifying the sender’s identity and then adding
or removing addresses from their trust list.

e TrustTransfer: This procedure allows for the transfer of a specified amount to
a recipient who is already on the sender’s list of trusted addresses, bypassing the
need for further checks.

Each of these procedures plays a distinct role in ensuring the security and func-
tionality of the SUSDT contract, thereby contributing to the overall integrity of the
blockchain wallet security system.

5.2 Operational Processes

This section outlines the various operational processes within our system, detailing
the user interactions that include setup, transfer, deposit, and redemption. These
processes are designed not only to ensure security but also to enhance user experience
and optimize gas expenditures.

5.2.1 Setup

The setup process is a critical initial step for users intending to secure their cryptocur-
rency assets, exemplified here using USDT. The process begins with the user creating
an account with a reputable identity provider. This is a vital aspect of the system’s
security mechanism, as depicted in Figure 1.
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The user’s interaction with the identity provider involves requesting the provider
to sign a message denoted as commit(auth), where auth represents the user’s ac-
count name within the identity provider’s system. This step is crucial for establishing
the user’s identity in a secure manner.

In addition to identity verification, the user is responsible for setting a risk thresh-
old, which can range from 0% to 100%. This threshold is a significant parameter as
it aligns with the user’s individual risk tolerance and dictates when the system should
engage in the identity verification process. The incentive behind this setting is that a
rational user would typically avoid transactions with addresses that are deemed high-
risk.

Once the user has obtained the necessary information, including the signed mes-
sage and risk threshold, they proceed to initiate a transaction in the system. This
action involves activating the Init Auth function within the SUSDT Contract. The
user inputs the authentication account commitment C, the signature Sig, the identity
party’s address AuthPub, and the risk threshold t into the contract.

The SUSDT Contract then conducts a verification process to ascertain the au-
thenticity of the provided signature. This verification step is critical to ensuring that
the user’s identity and settings are securely and accurately integrated into the sys-
tem. If this verification is successful, it signifies the completion of the setup procedure,
thereby integrating the user into the system with their specified security settings.
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5.2.2 Obtain and Redeem

Obtaining and redeeming SUSDT are crucial for user transactions within our system.
Users acquire SUSDT by depositing an equivalent amount of USDT into the SUSDT
contract, a process visualized in Figure 3. Conversely, users can convert their SUSDT
back into USDT by incinerating an equal amount of SUSDT, as outlined in Process
4.

To enhance the security of these transactions, particularly against key-compromised
attacks, both depositing (obtain) and redeeming procedures incorporate a mandatory
step of identity verification. This process begins with the user conducting a Remote
Procedure Call (RPC), a method chosen for its absence of gas charges, to determine
their current nonce value, denoted as r. This nonce acts as a dynamic component in
the authentication process, ensuring that each transaction is uniquely identified and
secured.

Following this, the user approaches the Identity Provider with a request to sign
a message. This message is represented as C @ ', where C is the user’s authentication
account commitment and r is the nonce. The combination of these elements forms a
unique identifier for the transaction, contributing to its security.

Having obtained the signed message, the user is then positioned to initiate the
actual transaction within the blockchain network. They trigger either the Deposit or
the Redeem function within the SUSDT Contract. This action involves supplying
the function with several key pieces of information: the amount to be deposited or
redeemed (a@amount), the obtained signature (Sig), and the authentication address
(AuthPub).

The successful execution of these functions marks the completion of the obtain
and redeem processes. This series of steps ensures that the transactions are not only
secure against potential vulnerabilities but also user-friendly and efficient in terms of
resource utilization within the blockchain network.

5.2.3 Transfer

The transfer process within our system, leveraging the SUSDT token as an ERC-20
token, incorporates a unique and secure method for users to transfer SUSDT to others.
This process differs significantly from standard transfer protocols due to its enhanced
security measures.

A key aspect of this secure transfer process is the requirement for users to obtain
a security analysis of the recipient’s address. This is achieved by querying the Malicious
Detector Server. Typically, one might consider integrating such a server as an Oracle

11
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within the blockchain system, thereby allowing direct access to off-chain data. However,
this approach often entails the need for multiple validators to authenticate the off-chain
data, leading to increased operational costs.

To address this challenge and streamline the process, our system adopts an al-
ternative method for server querying. Users initiate a security analysis request directly
through an HTTP request to the Malicious Detector Server. The server, upon receiving
the request, processes the query and returns the analysis result. This result includes
several critical pieces of information: the malicious probability (p) associated with the
target address, the current block height (h), and a corresponding signature (5ig).

When initiating the transfer transaction, users call upon the Transfer function
within the SUSDT Contract and provide it with the risk analysis data obtained from
the server. The contract then undertakes a two-fold verification process. Firstly, it
verifies whether the provided block height falls within an acceptable range — specifically,
within 10 blocks of the current block height. This check ensures the timeliness and
relevance of the risk analysis result. Following this, the contract authenticates the
signature of the analysis to confirm its origination from the Malicious Detector Server.

Post-verification, the contract assesses the malicious probability. If this proba-
bility falls below the user-defined threshold, indicating that the risk level of the target
address is within the user’s acceptable limits, the transaction is permitted to proceed.
On the other hand, if the probability exceeds the threshold, suggesting a risk level
beyond the user’s comfort, the contract temporarily halts the transaction. In such
cases, the user is prompted to perform an additional Identity Check, mirroring the
process used in the Obtain and Redeem stages. This includes obtaining a signature
from the Identity Provider after returning the corresponding nonce (r) to the user.
Upon successful identity verification, the contract finalizes and executes the transfer.

12
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5.2.4 Trusted Transfer

In the realm of blockchain transactions, particularly within the context of our SUSDT
system, the concept of ’trusted transfers’ plays a pivotal role. Users often have a list
of addresses that they consider trustworthy. This list may include widely recognized
addresses like the Uniswap contract address, or personal addresses belonging to family
members and friends. The rationale behind trusted transfers is grounded in both
convenience and efficiency, particularly in terms of gas cost optimization.

The trusted transfer process within our system is facilitated by the ability of
users to define their own list of trusted addresses. Users create and manage this list
through the SUSDT contract, utilizing a specific functionality: the Trust function.
The process begins with the user conducting an Identity Check. This check is essential
to ensuring the security and integrity of the trust list.

Upon successful completion of the Identity Check, the user employs the Trust
function to add a specific address to their trust list. The function verifies the user’s
identity and, once confirmed, the specified address is added to the user’s list of trusted
entities.

A significant advantage of this approach is the streamlined transfer process for
trusted addresses. When a user wishes to transfer SUSDT to an address on their trust
list, the system foregoes the usual rigorous checks, such as the additional malicious
check. This exemption is based on the premise that addresses on the trust list have
already been vetted and deemed secure by the user. As a result, transfers to these
addresses are executed without necessitating further verification, information, or proof.
This not only simplifies the transaction process but also reduces gas costs, as fewer
computational steps are involved in executing these transfers.

5.3 Universal Trust Model

In addition to the SUSDT framework, our system incorporates a novel paradigm for
asset protection using the concept of Soul-Bound Tokens (SBT)[24]. SBTs represent a
unique class of nontransferable NFTs, meaning once a user acquires an SBT), it cannot
be transferred to another user. This intrinsic property of SBTs is leveraged to construct
a Trust Network among users in our ecosystem.

The Trust Network operates through the issuance of Trusted Tokens, which are
a specific type of SBT token provided by the Malicious Detector Server. Each Trusted
Token comprises a message and a signature, both authenticated by the server. The
message encapsulates several critical elements: the user’s blockchain address, an expi-
ration date, and a nonce—a unique number used once to ensure the freshness of the

14



token.

To obtain a Trusted Token, a user initiates a request to the Malicious Detector
Server. This request can be formatted as a blockchain transaction or as an off-chain
communication, depending on the user’s preference and the context of the interaction.
Upon receiving the request, the server performs an analysis (inference) of the user’s
address. If the inference result falls below a predetermined threshold—indicating a low
risk associated with the user’s address—the server issues and sends the Trusted Token
to the user.

This model significantly enhances the security and trustworthiness of transactions
between users. For instance, if a user, Alice, intends to send assets to another user,
Bob, she can first verify whether Bob possesses a valid Trusted Token. The validity
of the token is determined by two factors: the correctness of the signature and the
token’s adherence to its expiration date. If Bob’s token meets these criteria, Alice can

confidently proceed with the transaction, assured of the legitimacy and trustworthiness
of Bob’s address.

While the Universal Trust Model with SBTs provides an added layer of security
and trust in transactions, it is important to note that this model does not offer pro-
tection against key theft attacks. The security it provides is primarily in the domain
of trust verification between parties, rather than direct asset protection.

6 Evaluation and Discussion

This section presents the results of our experimental evaluation of the SUSDT system
and offers a detailed discussion of its security and privacy aspects.

6.1 Experiment

Our experimental setup involved implementing the SUSDT contract using Solidity on
the Ethereum Virtual Machine (EVM). We opted for the Elliptic Curve Digital Signa-
ture Algorithm (ECDSA) for signature verification, leveraging the EVM’s optimized
processing of ECDSA, which resulted in reduced gas consumption compared to other
signature schemes.

To showcase the economic efficiency of the SUSDT system, we conducted a series
of simulated user activities and recorded the gas consumption for each type of activity.
The results, detailed in Table 1, highlight the gas usage across various activities within
our system.

In comparison with the ERC-4337 protocol, our SUSDT system shows a marked
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Table 1: Gas consumption for different activities

Activities Gas Used | Signature Verification Instances
initAuth 75877 1
deposit 77018 1
redeem 67539 1
trust 63619 1
trustTransfer 39462 0
transfer (without identity check) | 58408 1
transfer (with identity check) 63644 2

improvement in gas efficiency. For instance, a high-risk ERC-20 transfer under the
ERC-4337 protocol typically consumes around 90, 000 gas [8]. In contrast, the maxi-
mum gas requirement for a SUSDT transfer, including identity and Oracle verification,
is approximately 63, 000. Moreover, not all transfers necessitate an identity check,
as many addresses are deemed safe by our malicious detector server.

6.2 Security & Privacy

Our security analysis is based on several assumptions. We assume the reliability and
integrity of Identity Providers, implying they are secure against hacking and always
provide accurate signatures. Similarly, we trust in the honesty and security of the
malicious detector server, assuming it is immune to manipulation and always signs
messages truthfully. Additionally, we presume that users are rational and avoid trans-
actions with known malicious addresses, with the understanding that transactions with
such addresses likely indicate a compromised private key.

In our system, users undergoing deposit or redemption processes must pass an
identity check, which involves acquiring a signature from the identity provider. Due to
the unforgeability of the digital signature algorithm, forging a valid signature without
the correct secret key is implausible. Thus, even if a user’s private key is compromised,
unauthorized access to the identity provider service is effectively barred under our
security model.

Moreover, our system effectively thwarts signature replay attacks by incorporat-
ing a unique nonce for each user. This nonce increments with each successful identity
check, rendering previous signatures invalid for future transactions.

Regarding privacy, the SUSDT system is designed to keep users’ authentication
accounts confidential. Users only need to provide the on-chain commitment of their
authentication account. The commitment’s hiding property ensures that no other
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parties can deduce the user’s authentication account, thus maintaining user privacy
throughout their engagement with the system.

7 Conclusion

This paper has introduced a novel framework aimed at bolstering the security of
blockchain wallets, addressing some of the most pressing challenges in the field. Cen-
tral to our approach is the empowerment of users to have greater control over their
assets, offering them the flexibility to tailor their security measures according to their
individual needs.

Key features of our framework include the ability for users to freely allocate
their assets, the customization of their security level, and the opportunity to achieve
significant savings in gas costs. These features collectively overcome many of the
limitations inherent in existing blockchain security solutions, presenting a more holistic
and user-centric approach.

The results from our comprehensive testing and evaluation underscore the frame-
work’s robustness in enhancing both the security and efficiency of blockchain transac-
tions. Through rigorous experiments, we have demonstrated the framework’s potential
in mitigating key-leakage hacking incidents, a prevalent threat in the blockchain do-
main.

Overall, our framework not only offers an advanced solution to existing secu-
rity challenges but also lays the groundwork for future research and development in
blockchain security. Its implications extend beyond immediate security enhancements,
potentially contributing to the broader stability and reliability of blockchain systems.
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